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CK3U: Kakoe BblbpaTb? TeXHO S eer

CamocToATeNbHblE CepBepHble TLS Gateway
PKI Service

MobusibHble PKI Client
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JTO npoue v pgewesne,
BaLIEM 4yeM MNUCaTb CaMOCTOATEeJIbHO
UCnoJib30BAdTb
Korga notpatun 4 4yaca Ha
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MCNONb30BaTb OHM nomorawT
KpUnTobnMbamnoTekm paspaboTynkam

BeperyT BpemAa pa3paboTku

CNOXHO HenpaBW/IbHO UCMNONb30BaATb
PeannsywT CuUnbHyw Kpuntorpaduio
KpoccnnaTtdopmeHHsble

Ncnonb3ywT CTaHpapTHble UHTepdencol
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Kakoun ecTb (I)yHKUMQHan T@)gg;al&)me?eé_r

Pabota c 30N X3wunpoBaHue linpposBaHue

* TOCT P 34.10-2012 e TOCT P 34.11-2012 e TOCT P 34.12-2015
e TOCT P 34.13-2015

3auwmweHHble PaboTa ¢ KkuHamu Noanepxka OC
coeguHeHus Ha BHEWHMX YCTpohCTBaX

e TLS 1.2 ¢ Rutoken
T L ; Jacarea OO0
* un ap.
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NMoaaepxmsaeMm Heobxoaumblie XY DEeCT
UHTepdencol, GopMmaTbl U MPOTOKOJIbI
_— 000 a
OO a
L & B
dopmaTbl UHTepdenco MpoTOKObI
e« CMS * OpenSSL e« TSP
e PEX * PKCS#11 e OCSP
« XMLDsig * Microsoft CryptoAPI e TLS
* CAdES « INI/JCA
* XAdES

* X.509
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CSP ViPNet CSP
O=yr

Ana Tex, KTo pa3pabaTteiBaeT MO noa Windows



ViPNet CSP

CSP
O=pr

KpunTtonpoBaungep
ANA rpaxaaH u
pa3paboTynkos
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Ceptudukat OCb YnpolueHHas becnnaTHO nopA
Poccuu: WHTEerpauuAa Windows
KC1, KC2, KC3 Ha Windows
OcobeHHOCTH

*  WHTepdeinnc MS CryptoAPI

*  Topaepxka pas3nnyHbiX ¢opmMaToOB MOAMNUCHK

* AKTya/jibHble anropuTMbl U MPOTOKOJIb

* CoBMeCTUM C TOKEHaMu U CMapT-KapTamu

°* BO3MOXHOCTb 3KCMNOPTUPOBATb KAKWYU C APYTrUX
MaWWH M KpUNTONpoBanaepos
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ViPNet CSP Bepcua ViPNet CSP 4.4.4

Moasepxka Windows 11 Windows

Noaaepxka obHoBneHuin Windows 1@ Windows

CoBMecTumocTb ¢ KpunTtollpo 3UM Browser Windows
plug-in

Windows
Ana GUSHECCIEESERE Mopoepxka ApansepoB ESMART PKI Client 4.7

MNoaaepxka HoBbIX OC Linux
CoxpaHeHue MUH-kopoB Linux
AyauT cpoka AeACTBMA KA4ya linux

Mopoepxka TpeboBaHui npukasa N795 OCb PO

Ana pa3paboTynkoB




DEJIEPAJIBHASL CJIVKBA BE3OIMMACHOCTH
POCCHUICKOI ®EJEPAIIMU

Cucrema cepruduxamuu POCC RU.0001.030001

CEPTU®UKAT COOTBETCTBUA

Peructpanmonnsiii Homep CD /124-4368 or "_08 " noabpsa 2022 r.
Ieiicrutenen no0 " 08 " nosbpa 2025 .
Bbl}lall AKHHQHﬂDﬂQMy Qﬁmﬁﬁ“}! sLIHmQDMﬂ IIMOHHBIC TEXHOJOIHH U KOMMYHHKAIIHOHHDIC CHCTEMBbI>

Hacromnuﬁ cepTHQHKAT YAOCTOBEpSET, 4T0

4.4 (Bepe 2 COTJIaCHO

copuyapy PKE.00106-08 30 01 DO

COOTBETCTB)
lpeaHasHay

LOCY/IaPCTR¢
KkJacca KCE
IpHKasom ¢
HCHOIHEeHUH
HCNOAb30BA
lupposanu
HMUTOBCTAB)
sanmmra TL
cosjlatye K
HHQOQMBI] i
Ceprudukar
OTBETCTBEHH(
ceprudukamn
637/1-000514
Bezonacuoc)
TpeboBaHHIM

3amecTHTeE

cayAObI — HA
H CMenHaJIbH

®EJIEPAJIBHASL CJYKBA BE3OINIACHOCTH
POCCHICKOIl ®EJIEPAIIMH

Cucrema ceprudukammn POCC RU.0001.030001

CEPTU®UKAT COOTBETCTBUA

Perncrpaiponssiii Homep _CD /124-4422 or" 26 " _dexabpsa 2022 r.

Jeiictutesen 10 " 26 " _dexabpsa 2025 r.

Boizan _AxuyonepHomy obmectsy < MHdbopMalMOHIEIE TEXHOJIOIHH 0 KOMMYHHKALUHOHHBIE CHCTEMBLS .,

Hacrosmuuit ceprudukar ya0cToBepsieY, 4TO _CPEACTBO KPUNTOrpacduueckoil saiuutel HHOOPMAIIHN
ViPNet 4. HC] KOMILJIEKTAl corJa LIAPY

OPKE.00106-08 30 01 ®O

coorBercteyer T BaHHAM c TBAM untorpadu TBI Hdo HH
11 & T8 SalHTh o, angeif ej1e c BJIAIOIIHX
rocyjlapcT! iH Jacca K h THAM CpejIcTBa EKT i __moanmcu
] EHHB 1 D Poccun 5 i 796. ycra *HHDIM [
KC3., u Mo eT 0 7| K 0if _3a1HTBI 3/1aH pa (s
R e i1 B
naMATH, n_umng,uenue uumns; BKH_JLIA Qgﬁagg JIAHHBIX ggagp;_qgguumc;l B m acTax onepammmﬂ
naMsTH 3HA i aiNIOB 1 J1a; al B_obsacTsax
onepa 011 Lb-c aduyeck yre HEHT

IMPH VCTAHOBJIEHMH COEJ/IHHEeHHSA Q.QS}I&ME,3.:’10KIDQ_HHOﬁ_IIQZlHHC1L_ﬂDOBeDKa SIACKTDOHHOM TIONTHCH.

TeX H |nfotecs
2023 QQec

ViPNet CSP 4.4.4

ceptupuumposaH O®Cb Poccum
no knaccam KC1l, KC2, KC3

Ao 8 Hosab6pa 2025 ropaa
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0S /3
Jap ViPNet 0OSSL

Ina Tex, KTO pa3pabaTbiBaeT MOOGUbHblE
W cepBepHble peweHns



ViPNet OSSL

0S
SL

Kpuntobubnmnorteka
AnAa paspaboTku
MOOUNBbHbIX

N CepBEpHbLIX peleHnmn

@O®®®
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2023 Gq)eCT
—— m_—
Q = 0]
Ceptudukat OCb KnueHTckoe Moonepxka
Poccun: n cepBepHoe MobunbHbIX OC
KC1, KC2, KC3 ncnonHeHue
OcobeHHOCTH

* CTaHgapTHble MHTepdencbl OpenSSL n PKCS#11

*  Topaepxka pas3nnyHbiX ¢opmMaToOB MOAMNUCHK

* AKTya/jibHble anropuTMbl U MPOTOKOJIb

* CodepXxuT NporpamMmMHbii TOKeH

* CoBMeCTUM C TOKEeHaMn U CMapT-KapTamu

°*  BO3MOXHOCTb 3KCMNOPTUPOBATb KJIKWYU C APYTrUX
MaWWH U KpUNTONpoBanaepos

15



TEXH@)ece
20239(DGCT

ANA KJIMEeHTOB ANA cepBepoB

# APACHE O stunnel

GYHKLMM MOANUCK U WKUdPOBaHMSA O TMB6KOCTb B Bbi6Ope MecTa YCTaHOBKM
Ha KJIMEHTCKUX yCTpOUCTBax o pacnapannennMBaHue npoLeccos
HYXHa OLEeHKa BMAHUA




° TeXHiﬁ-f_;tecs
JinueH3npoBaHue ViPNet OSSL % S PECT
AnAa cepsepoB Ina KnneHToOB
E
o == —
1 nMueHznA — NleckTon MobunbHble
1 ycTpoucTBO
1 nvueH3una - 1 nuueHsng -
1 ycTpoucTBO 100 ycTpouncTs
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®EJEPAJIBHASI CJAYJKBA BE3OMACHOCTH
POCCHUICKOI ®EIEPAIIUA

Cucrema ceptuduxammn POCC RU.0001.030001

CEPTUO®UKAT COOTBETCTBUS

Perucrpanmonntii Homep CD /124-4605 or " 21" aezycma 2023 r.

Heiicteurenen g0 " 21 " _aezycma 2026 r.
Bmigan _AxumonepioMy obuectsy ¢ Mudopmanuonnsle TeXHOIOrNH i KOMMYHUKAIHOHHBIE CHCTEMBI®

Hacrosmyii ceprnduxar yAocToBepsier, ¥TO uanAMuumemmmllENsL_QSSL_(muQmmuua_
7.8 r OPKE.00221-02 30 01 MO ¢ yuérom

ussenennsd 06 uaMeneHun Ne 1 ®PKE. 00221 FB.1 zozz

coorBercrByer TpeGopanusm  x PEICTBAM  KP) _umm@ummﬁ_a_amwu@mmm
rocyjape y fiHY g ¥ ) n“«: 1, 4, 7. 8, 9) legcca KC2 (,rusl
uenonuenuii: 2, 5), kaacea KC3 (ax i a 2

1, VTBepKAEHHNM npukasom DC

4 Hife KAIO4YeBoit un Matueil, alil)
B Oif_IaMATY [

HKUHN Ui DailIoB M JIAHHLIX, COJePXAlHXCcs B

_max_onmammmu_wm TLSc oejuenini, _Kpurrorpaguyeckas ayrentuduKas

abor CHTOR []D}j VCTAHOBJEHUH COeIHHEHNS, cm.lauug ;b,:]gmmguugﬁ NOANHCH, TPOBCPKA 3JCKTPOI 1001

HCH AHHE KJ4Ya 3. Y OBEPKH_3JIEK HHOIT_n0Anmci

HHQ}O[}M IHH, He 5;m|_(;pus;\u|gi] QE‘]Q![H"[, COCTABJIAIONNX TOCVIADCTREHHVIO Qﬂll
CeprudHKaT BBIJAH HA OCHOBAHHW peayabraron NIPOBEICHHBIX QQmmma_c_QLp.auuﬂnuugu

OTBETCTREHHO! <

CepTHOHKAIMOHHBIX HCIBITANMIE o6p33l108 npoaykmn  _Ne 1015000501 (ana menoawenna 1),
Ne 1015-000502 (naa wenonmenua 2), Ne 1015-000503 (uas wcnoawenus 3), Ne 1015-000504
(uns_ucnonnenns 4), Ne 1015-000505 | (ai g ucnoanenns 5), No 1015-000506 (um_uﬂmemm_ﬁL
No - N8 McnonHenns 7 015-000

51 menonnenns 9).
BesonaCHOCTb HH(lJopMalulH YHBAeTCHd  IPY  MCHOJb30OBAHHH  KOMILIEKCA B COOTBETCTEHH
C T 'MEHTA COrJIACH! MV, 4 N s

Wﬂg{uﬂ 06 usmenenun N'o 1 ®PKE.00221.FB.1-2022

T XH |nfotecs
c 20239¢eCT

ViPNet OSSL 5.4
cepTupmumpoBaH
®Cb Poccum no
knaccam KC1,

KC2, KC3

[lo 21 aBrycTta 2026 ropga

@WO®®®
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Ejn ViPNet JCrypto SDK

Ina Tex, KTOo pa3pabaTbiBaeT MO Ha Java



ViPNet JCrypto SDK TeXHegecr

X

Kpuntobubnmnorteka
AN pa3paboTKKU Ha
Java-mawnHax

@O®

11

=— N2\
© o
B npouecce Kpuntoappo
cepTupukauymm ViPNet OSSL
OcobeHHOCTH

CTaHpapTHble nHTepdencol IJNI/IJCA n PKCS#11
Moanepxka pasnnydHbiX GOpMATOB MoAnucH
AKTyanbHble anropuTMbl U NMPOTOKObI
CoaepXuUT MpPOrpaMMHbIA TOKEH

CoBMECTUM C TOKEHaMM M CMapT-KapTamu
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m ViPNet CryptoSmart

Ona Tex, KoMy HyxeH FOCT B 650K4YeiHe



ViPNet CryptoSmart TeXHegecr

11

? % 9P

B npouecce Kpuntoaapo
cepTupukauymm ViPNet OSSL
Kpuntobubnmnorteka OcobeHHOCTH

AnA peannsaunu * [oafdepxkKa pasnnyHbiXx OpMaTOB MOAMMUCH

FOCT B 6a0K4enHe AKTyanbHble anropuTMsl U NPOTOKObI
COAepXMT NpOrpamMMHbIi TOKeH

+ COBMECTUM C TOKEHaMW M cMapT-KapTamu
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bubnmorekn UHPoTekc

ViPNet CSP

ViPNet OSSL

ViPNet
JCrypto SDK

TeX H @ infotecs
2023 QweCT

ViPNet
CryptoSmart

OpMbl

O©

MS CryptoAPI

KC1-KC3

OpMbl

@EO®®@®

PKCS#11
OpenSSL

KC1-KC3

OpMbl

OO

INI/JCA
PKCS#11

oxupgaem Bo II KkB.

OPMbl
®

MSP
NetCSP
BCCSP Lite

KC1, KC2

oxugaem Bo II KkB.
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MNoapobHaa AOKyMeHTaUMUSA % QeCT

M npumepbl Koaa

PyKOBOACTBO agMUHUCTpaTOpa

WHdopmaumua o6 ycTaHOBKe M HaAcCTpoike
ana paboTbl co cTOpoHHUM [0

CNpaBOYHUK QYHKLUM

OnucaHue OYyHKUMA M UX NapameTpoB

PyKoBOACTBO pa3paboTyuka

CBefeHMA O pa3paboTke C MNOMOLWbH
oubnmoTek

Mpumepbl

Mpumepbl Koga ¢ obpaweHnem K
nepeyncneHHoM GyHKUMAM

+ lMpunoxeHna gnAa TeCcTUPOBAHUA
BO3MOXHOCTEN
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Kak BblbpaTb API



npegHa3HavyeH gna paspaboTynkos
npuaoxeHnn Ha ocHose Windows

[Mo3BoNAeT UHTerpupoBaTbCA
C npunoxeHumamn Microsoft,
BCTpOUTbCA B MexaHu3mbl OC

TEXH@ iiec
20239¢GCT

OpenSSL

MCMONb3yeTCA NpaKTUYeCKU BCeMU
ceTeBbIMA cepBepamu ANA 3awWMThl
nepepaBaeMmori MHGOpMaLuK

MOXHO WCMO/MIb30BAaTb Ha pas3/Iu4HbIX
A3blKaxX MNpOrpaMMUMpOBaHUA

KpoccnnaTdopMeHHOCTb

@O®®@
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OcobeHHOCTH
cepTudpmukaumn



OcobeHHOCTU cepTUPUKaUUN

I BcTpanBaHue

CK3WU

)

TeX H infotecs

2023 G¢eCT

ZOu,eHKa BINAHUA 3 3aKJn4YeHue

N

CK3K

_ 9
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K Ham obpawawTca no Bonpocam TEXHQgaes

——
NGiNX —
2-way TLS 1-way TLS
: L

= =

AOMUHUCTpaTOp CepBep NMonb3oBaTenb

* 3awMTa KaHana Mexay KJMEHTOM U CepBepoMm
* OpraHuM3auus yganeHHblX 3alWMUeHHbIX COeAUHEHWUN

* BcTpauBaHue B NOJIb30BaTE/IbCKOE MNPUNOXEHUE ANA
wuppoBaHUsa $GakioB M 3N1EeKTPOHHON MoAnUCH
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Kak moxHOo nonpo6oBaTb X O aeT

3abpaTb Ha callTe BCe, YTO BbLUIOKEHO B OTKPLITbIA JOCTYMN

ViPNet CSP (Windows)
ViPNet OSSL (Windows, Linux)

KynuTb unamM B3ATb Ha TecThl: soft@infotecs.ru

NWnn MOXHO MUCaTb JIMYHO MHe
Arina.Em@infotecs.ru
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ECan oCTanocChb
BpemA
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[pnnoxeHune
c ViPNet OSSL

MoopobHee - Ha Hawem cTeHae
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lerkoro BcTpanBaHuga!

ApuHa 3™
Arina.Em@infotecs.ru

MoanucbiBanTeCb Ha Hawu couceTwu

O
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